BFASTF'ATH

Minimizing the use of ‘sa’ in
Microsoft Dynamics GP

chgin




Out of the box, Microsoft Dynamics GP creates the ‘sa’ user with full privileges to create, modify and
delete any and all data within the SQL database and the GP application. There is a common
misconception that this approach is the best and/only way to manage administrative level security. This
document is designed to explain the access rights and risks of the ‘sa’ user as well as the best practice
approach for setting up administrative rights to create a more secure environment.

When installing Microsoft Dynamics GP, the Microsoft SQL Server environment on which the databases
are installed must use mixed mode authentication. In this environment, the ‘sa’ user is required and
has full access to the entire SQL Server environment. This user has full privileges including creating and
dropping databases, users, and tables.

In addition, the out of the box ‘sa’ user is assigned to the SQL fixed server role of sysadmin. At install,
this assignment makes the ‘sa’ user the only GP user who is able to create users and assign them to GP
companies as well as create new companies and assign users to those new GP companies.

The dependence on the ‘sa’ account creates significant financial, system and organizational risk. First,
‘sa’ is a generic account name and not a named account. This makes it difficult to isolate who used the
‘sa’ account to make critical changes and verify if those changes were authorized. Second, the ‘sa’
account can view, update and delete data from within Dynamics GP, SQL Server Management Studio
and any other tools that provide database connectivity including Microsoft Excel. Finally, ‘sa’ access
enables the user to make sweeping and powerful changes to critical data. This increases the risk of
malicious or unintentional database catastrophes.

There is a common misconception that the ‘sa’ account is required to create users, create companies
and perform various maintenance processes within Microsoft Dynamics GP. This is false, and the
remainder of this document is designed as a guide to minimizing the use of, access to and reliance on
the ‘sa’ account.

Before reducing ‘sa’ privileges from the Dynamics GP environment, it is necessary to grant a Dynamics
GP named user the access required to perform provisioning and administrative tasks.

Ideally, to achieve segregation of duties, the GP user provisioning would be divided amongst 3 users:
one to create the user and add that user to a company database, one to assign security roles to a user
and one to maintain role and task definitions.

Using additional controls such as activity tracking or audit trails, the provisioning may be divided
between 2 users. The remainder of this document will describe the 2-user scenario using a GP Security
Administrator and a GP Access Administrator.

The GP Security Administrator is a named GP user responsible for:

a. Assigning Users to Roles, as well as their Mod-Alt profile
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b. Assigning Tasks to Roles and creating or deleting Roles
c. Assigning Windows and Reports to Tasks and creating or deleting Tasks
d. Managing Mod-Alt profile setups

e. This user should NOT have the ability to create GP Users, or assign them to GP
Companies

f.  Activity of this user should be tracked by Audit Trails, or Activity Tracking.

The GP Access Administrator is a named GP user responsible for:

a. Creating and deleting all Dynamics GP users
b. Assigning users to companies in your Dynamics GP environment
c. Resetting forgotten user passwords

d. This user should NOT have access to assign security rights from within Dynamics GP.

Required Dynamics GP Application Access

The GP Security Administrator is a Dynamics GP user with limited GP access. Create a named user in
Dynamics GP with access to all Dynamics companies.

Assign this user access to the following Dynamics GP forms:
a. User Security
b. Security Tasks

c. Security Roles

d. Alternate/Modified Forms and Reports

Ensure that this user does not have access to the following Dynamics GP forms:
a. User Setup
b. User Access

The user may be assigned other access outside of the forms listed above.

Required Dynamics GP Application Access

The GP Access Administrator is a Dynamics GP user with limited GP access. Create a named user in
Dynamics GP with access to all Dynamics companies.

Assign this user access to the following Dynamics GP forms:

a. User Setup

b. User Access
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Ensure that this user does not have access to the following Dynamics GP forms:

a. User Security
b. Security Tasks
c. Security Roles
d. Alternate/Modified Forms and Reports

e. Any access that would allow maintenance of GP data through the GP client. Examples
include: VBA, Modifier, Smartlist Builder

The user may be assigned other access outside of the forms listed above.
Lockdown Copy Settings

Dynamics GP presents a roadblock to separating user creation and security assignment, specifically with
the GP Access Administrator role. In the Dynamics GP User Setup window, the Copy Settings button can
be used to copy security from one user to another. This button allows an administrator to assign security
by copying security settings and company assignment from another user, even if the administrator does
not have rights to assign security via the User Security window.

We believe that this represents a security risk in those cases where companies want to separate user
creation needs from security assignment. Field Level security can be used to lock this field and provide a
mitigating control to appropriately segregate user creation from security assignment.

To setup Field Level Security to block access to Copy Settings:

e Select Administration > Setup > System > Field Level Security, provide the system password if
required

e Click Add at the bottom

e Complete the window to match the values shown in the image
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e (Click Save
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e On the Field Level Security window, select the newly created Copy User Setup rule in the bottom
section, then check the boxes above next to users and companies where this rule should be
applied. For this type of rule, it may be appropriate to apply this to all user and companies.

e Click OK to finish.
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This process locks the Copy Settings button to prevent copying user security settings and allowing
segregation of user creation from security assignment.

Required Microsoft SQL Server Access

The GP Access Administrator user will require elevated SQL Server permissions. Because GP encrypts
the SQL passwords for all GP application users except ‘sa’ the GP Access Administrator user will not have
access to financial data via applications like SQL Server Management Studio, Microsoft Access, Microsoft

Excel, or any other connection via ODBC.

Grant the SQL Login associated to the GP Access
Administrator user the securityadmin SQL fixed
server role. In addition, the SQL User needs to
have the DYNGRP roles assigned in the
DYNAMICS database and All GP company
database. The DYNGRP role is automatically
assigned when the user is created in Dynamics
GP.

To assign the user’s login to the securityadmin
role in SQL Server, open Microsoft SQL Server
Management Studio, maximize the Security
folder and the Logins subfolder. Double-click on
the user login to open the Login Properties
window. Select the Server Roles page and mark
the securityadmin role.
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Alternatives

Because of the way that Dynamics GP manages logins, a GP user who is assigned the sysadmin
role cannot use the power of that role outside of Dynamics GP. In other words, they can’t login to
SQL Server Management Studio and act as an administration. That login would be prevented.
Inside of Dynamics GP, users are still subject to the access that they’ve been granted via security.
Using sysadmin is a safe, easy way to manage this access.

However, some organizations have trouble understanding how limited this access is outside of
Dynamics GP and insist on additional options. Microsoft Dynamics GP’s Planning for Security
guide available at https://www.microsoft.com/en-us/download/details.aspx?id=34666 provides
a total of five options on page 35. Using ‘sa’ is one, assigning sysadmin to a user is a second,
assigning DYNSA as sysadmin is a third and effectively mirrors the first two. There are two more
that are essentially variations assigning different SQL level access without using sysadmin. For
details please download and review Microsoft Dynamics GP’s Planning for Security.

For any of the non-sa methods, because the SQL user being granted a the SQL fixed sever role is a
Dynamics GP user with an encrypted password, this user cannot gain direct access to the SQL
environment or the SQL tables. The only way for this user to access the SQL data is via the Dynamics GP
application.

By default, the ‘sa’ user is assigned the Dynamics GP application role ‘Poweruser’.

‘Poweruser’ is a programmatic role meaning that it provides access to all areas of Dynamics GP and is
not subject to application security. Users assigned ‘Poweruser’ will not appear in the standard GP
security reports. Because of this risk, it is recommended that no user be assigned the ‘Poweruser’ role.

A new role titled ‘Administrator’ should be created and all tasks should be assigned to this role as
required.

It is not required to assign the ‘sa’ account ‘Poweruser’ role or an ‘Administrator’ role.

The ‘sa’ account is only required in and should be limited to the following places in Dynamics GP:
a. Performing 3™ party installs/upgrades (Not all 3" parties require ‘sa’)
b. Using Professional Services Tools Library (GP 2013 and older only)

The following are functions that do not require the ‘sa’ account:
a. Creating an ODBC connection
b. Creating reports using Smartlist Builder

c. Creating new GP companies

d. Upgrading GP, or apply service packs
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Any member of the SysAdmin fixed server role can upgrade from a previous release or install Microsoft
Dynamics GP. The SysAdmin fixed server role should be granted by the SQL Server administrator to a GP
user on an as needed basis and should be revoked after the task is complete.
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